Nhi[Ju nguwoli dan v[ijn nhe da c[]
tin r[J1 bi lwa trén khong
gian mang

Mac du cac co quan chitc nang 1ién tuc phat di c[jnh bdo v[] tinh
trang lira d[Jo trén khong gian mang, nhwng trong thoi gian g[in
day tinh hinh toi pham lira dJo chi[jm doat tai s[jn qua khong
gian mang trén dia ban t[nh Son La v[n cé nhirng di[Jn bi[n phirc
tap. Phuong thic th[] doan lira djo tinh vi, nh[m dn nhi[Ju nhém
dJi twong; di[jm chung c[Ja cac vu Wra dJjo la ching danh vao tam
ly lo so, sw thiJu hiJu bi[Jt c[Ja nan nhan dJ 1y long tin,
danh c[Jp thong tin nguoi dung d[] chiJm doat tai s[in.
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Luc luong Coéng an t[(Qnh Son La tang cuong tu[ln tra khbéng gian
mang

Vao d[Ju thang 4/2024, c6 d[i tuwong goi dién thoai cho ba
N.T.L, trd tai huyén Muong La, t[Qnh Son La giéi thiéu la Cbéng
an va hudng d[jn ba L t[Ji &ng dung C[NG DICH VU CONG gi[] mao c6
gn ma doc theo duong link “dichvucong.bvgov.com”. Trong qua
trinh t[Ji &ng dung v[], dJi twong da hudéng d[Jn ba L lam theo
cac thao tac va yéu c[Ju ba L chuy[jn 10.000 d[Jng vao tai kho[]n
cJa d0Ji tuong la phi thuwc hién cap nhat thong tin. Trong qua
trinh doi &ng dung chay va t[Ji tai kho[Jn &*ng dung ngan hang
thuc hién phi chuy[n ti[Jn cho d[Ji tuwong, ba L da bi chi[Jm doat
s[] ti[Jn 1én trong tai kho[Jn ngan hang. Ngay sau dé, ba L da
din Cong an t[jnh Son La trinh bdo.

Hay m¢i day vao d[Ju thang 11, anh T.A.T [J phuong Chi[jng Coi,
thanh ph[] Son La, bi m6ét d[Ji twong goi dién tu xung la can bd
PDién luc théng bao tir thang 11 tr[J di Tap doan EVN yéu c[u
thanh toan truc ti[Jp qua APP c[Ja Tap doan va sé khong thanh
todn qua cac ngan hang nira. PJi tuong da hudédng dn anh T vao
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App Store trén dién thoai t[Ji ph[On mOm EVN. Sau d6, dJi tuong
huéng d[Jn anh T cap nhat s[] tai kho[jn, s[] dién thoai, mat
kh(Qu, s hop dOng dién dJ tru dung s[J ti[Qn dién ph[Ji thanh
toan theo ma hop dng hang thang. TiJp d6, dJi tuwong gi ma QR
d] quét va yéu c[Ju anh T [Jn gilt 2 giay d[J lwu ma QR, sau do hé
thJng yéu c[Ju nhap ma OTP c[Ja anh T va quét sinh tr[Jc hoc, anh
T da thuc hién theo va ngay lap tic tai kho[Jn c[Ja anh T bi tru
hon 256 triéu d[ng. Bi[Jt minh bi chiJm doat tai s[n, anh T da
gji don trinh bdo dn Céng an thanh ph[] Son La.

Mac du cac co quan chtc nang da lién tuc c[Jnh bao, nhung v[n
co6 rJt nhiJu ngudi la nan nhan c[Ja cac vu lwra d[Jo, chi[Jm doat
tai s[n trén khong gian mang. Nam 2024, toan t[nh Son La da
tiJp nhan méi 18 vu, phuc hJi 2 vu 1ién quan dn hanh vi lira
djo chiJm doat tai s[{n trén khdong gian mang vé&i tai s[n thiét
hai trén 21 t[] d[Jng, trong d6 kh[Ji t[J 12 vu véi 5 bi can, tam
dinh ch[J 1 vu, dang xac minh 7 vu.

Theo lanh dao Co6ng an t[Jnh Son La cho bi[Jt: Qua c6ng tac n[m
tinh hinh, thu ly diJu tra cdc vu viéc lwa d[Jo trén khdéng gian
mang, ndi 1én mdét s phuong th&c thJ doan phQ bi[Jn, nhu: Cac
di tuwong k[t ban lam quen qua mang xa hoi (Facebook, Zalo,
Tiktok..) h&ra hen yéu duong, tang qua hoac vay ti[jn r[Ji luwa
dJo; chi[Jm doat quy[n qu[jn tri (hack tai kho[Jn) hoac gi[] lap
cac tai kho[Jn mang xa hoi c[Ja nguoi dan r[Ji nh[n tin, lira gat
nguoi than quen c[Ja cdc ch[] tai kho[n chuy[n ti[Jn sau dé chi[im
doat; tao lap cac website hodac &¢ng dung trén kho App store,
CHPlay v[] san giao dich tai chinh, thuong mai dién t[J, ching
khoan qu[jc t[.., dJ 16i kéo nguoi dan tham gia dJu tw. Sau do,
ching can thiép vao hé th[ng d[]J chi[Jm doat s[] ti[Jn nguoi dan
tham gia. Hoac ho gi[] danh cdn bd Cbébng an, Vién Ki[Jm sat, Toa
an goi dién théng qua giao thikc VoIP d[J ham doa cac bi hai
chuy[Qn ti[Jn d[n cac tai kho[Jn do cac d[ji tuwong ch[] dinh hoac
yéu c[Ju cung c[Jp ma OTP d[J xac thuc chuy[n ti[Qn r{Ji chi[jm
doat.

Ch[J dong dQu tranh, phong, ch[{ng toéi pham s[J dung céng nghé
cao, Cong an t[Jnh da tham muu cho UBND t[jnh ban hanh k[J hoach



tuyén truy[n v[] t6i pham c6ng nghé cao. Trong d6, tap trung
khai thac t[Ji da wu th[Q hoat dbéng truyn théng trén cac n[n
tng mang xa hdéi, cac hdéi nhém dong thanh vién, nguoi cé uy
tin, [Onh hufdng trén khdong gian mang; phJi hop xay duwng cac bai
vi[Jt, [On phOm, phéng su, chuyén muc v[] dJ tai phong ngtra, d[ju
tranh véi toéi pham trén khong gian mang, phat trén cac kénh
truy[n théng, nhu: Bao in, bao dién t[]J, phat thanh, truy[n
hinh.

Xay dung déi ngl bao cdo vién tuyén truy[n thbéng qua cac
chuvong trinh dao tao, b[Ji duténg, hdéi nghi, hoéi th[Jo, toa dam,
sinh hoat chinh tri, sinh hoat chi b0; s[J dung da dang cac
hinh th&c nghé thuat biJu di[n, nhu: Cac video clip ng[n, phim
truyén d truyn tQi cac thong diép v[] dJQu tranh phong, ch[ng
tdoi pham trén khdng gian mang.. Qua d6, nham nang cao y thic
c[lnh giac cho nguoi dan v[] phuong thic, th[] doan hoat ddng c[la
t0i pham lwra dJo qua mang.

Thuong ta bJ Thi Thu Ha, Tru[Jng phong An ninh mang va Phong,
ch[Jng t6i pham s[J dung cong nghé cao, Céng an t[Jnh Son La, cho
bifJt: Th&i gian qua, Phong da phJi hgp véi cadc nganh, don vi,
dia phuong t[J chirc cdc h6i nghi tap huJn nang cao ki[jn thic co
b(dn v[] phong, ch{ng t6i pham s[J dung cdéng nghé cao. Qua ddé,
cung c[Jp thong tin v[] tinh hinh t6i pham lién quan d[Jn an ninh
mang, lwra dJo trén khong gian mang trong b[Ji c[Jnh hién nay va
tuyén truy[n v nhan dién, phong ngura dJi v&éi hanh vi lira do
trén khong gian mang.

Ong Pham Qu[jc Chinh, Phé Gidm d[Jc S[ Théng tin va Truy[n théng
chia s[J: SO d0 nghi cac s[J, ban, nganh, cac huyén, thanh ph[J
quan triét can b6, cbng chitc, vién chic, nguoi lao dong nghién
clru, thuwc hién va tuyén truy[n chia s[] thong tin v[] cac tai
liéu tuyén truy[n, nang cao ky nang nhan bi[Jt, phong ch[ng lira
djo truc tuy[n trén t&i cbdng d[ng noi cuw trd, sinh hoat d[J d[m
bJo an toan khi tham gia s[J dung, khai thdac thdng tin trén
khéng gian mang. Pang t[Ji cadc thdéng tin, tai 1iéu tuyén truy[n
trén trang thong tin dién t[J, Zalo O0A, Facebook, Fanpage chinh
thitc c[Ja co c[Ja co quan, don vi. D[] nghi UBND cac huyén, thanh



ph(J, UBND cac xa, phuong, thi tr[n ch[] dao hé th[ng truy[n
thanh co s[] va T[] chuy[n d[Ji s[J co6ng d[ng tich cuc tuyén
truyn, lan tJa cdc n0i dung tuyén truy[n téi toan th[ nguoi
dan, cac co quan, t[ chlkc, doanh nghiép trén dia ban nang cao
cnh giac, khéng tr[] thanh muc tiéu c[Ja cac t[J ch&c lra d[o.

C6 th[ th(y rang téi pham lra d[Jo trén khéng gian mang nh[m
vao nhi[Ju nhéom d[Ji tuwong khac nhau, théng qua viéc loi dung su
mJt c[nh gidc hoac gi[]J danh dJ tao dung long tin, sau d6 chi[m
doat tai s[n.. Thuc trang trén cho th[Jy, viéc trang bi ki[]n
thrc cho nguoi dan dJ tu bJo vé la r{t quan trong. Bén canh
dé, cac co quan chrc nang cing c[Jn ti[Jp tuc dJy manh cbéng tac
dJu tranh véi loai tdéi pham nay.

Quy tfc “6 KHONG” — Trich COm nang “Ky nang nhan dién va phong ch{ng lira d[o
truec tuy[n” do Cuc an toan thong tin, B0 Thong tin va Truy[n thong bién soan
— KHONG cung c[Jp théng tin cd nhan, dia ch[], s[] dién thoai, s[] tai kho[n
ngan hang c[Ja minh cho d0i tuwgng khdéng quen bi[Jt; than trong ra soat va ki[jm
tra ky thong tin truéc khi thyc hién cac giao dich chuy[n ti[in.

— KHONG k[t ban va néi chuyén véi ngudi la, dac biét 13 nhitng tai kho[n c6
hinh [Onh ngoai hinh dep va bt mQt. Tuyét d0i khdéng nhan 10i moi tham gia
cac hoi nhém ma khdéng rdé muc dich d0i tuong.

— KHONG truy cap, dang nhap vao cac dudng d[n, lién k[t, website, (¢ng dung
hoac m[] tép dinh kem d0n t&r ngutoi g0i khdéng x&c dinh, khéng rdé ngu[ln g[ic.
— KHONG cén bd co quan Nha nuéc, bd cdng an, vién ki[Jm sat, tda an hay don
vi tai chinh.. nao goi dién d[J difJu tra qua dién thoai, yéu c[Ju ph[Ji cung c[p
thong tin cd nhan hay déng tifin.

— KHONG thuc hién chuy[n kho[n trudc, tuyét d[i khéng dat coc, chuy[ln kho[ln
ti[Jn cho cac di tuwong la trong b[Jt c& truong hop nao.

— KHONG tham lam nhitng tai s[n, mén qua khéng rd ngu[n g[jc c6 th[ nhan duoc
mot cach d[J dang, nhitng loi nhuan “phi thuc t[J” ma khong t[n sikc lao dong,
nhitng 10i moi chao, du d “viéc nhe luong cao”.

Theo d6i va cap nhat cadc théng tin, tinh hu[ng, dQu hiéu v[] Wa d0o truc
tuy[n tai kénh thong tin C[ng khong gian mang qujc gia trén cac n[n t[ng
mang xa hoi nhu Facebook, TikTok.. hodc website Khonggianmang.vn

Cao Thién



